NEW-AGE ACCESS CONTROL FOR
MODERN ORGANIZATIONS

While adopting progressive HR structures and policies such as
flexible work hours, open seating and work from home, most
organizations struggle to secure assets and safeguard people.
[nvariably, their fraditional access control solution surfaces as one
of the bottlenecks. The outdated access control solufion was
never designed to cater to today's needs.

Introducing Matrix COSEC - a range of Access Control solutions
specifically designed for modern organizations to offer
unprecedented security, safety, flexibility and simplicity. COSEC
offers access control on all the three dimensions - user, zone and
time by answering the three fundamental security gquestions -
Who, Where, and When. Designed on cutting-edoe open
networking and computing technologies such as 32-bit RISC, 1P
PoE, Maobile, Face Recognition and Deep Learning, COSEC offers
new-age people identification methods, a wide range of access
control features, reliability, integration and scalability.

Matrix COSEC is ideal for all organizations including offices,
|aboratories, clinics, retail outlets, factories, warchouses, malls,
schoals, colleges, gyms, clubs, etc. and for a diverse industries
such as IT, BFSI, Consulting, Pharma, Healthcare, Hospitality,
Education, Manufacturing, Transportation, Government and
Defence.

MATRIX COSEC
Right People in Right Place at Right Time
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WHY MATRIX ACCESS CONTROL?
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25+ ACCESS CONTROL FEATURES
Matrix COSEC is a comprehensive Access Control solution with Centralized Monitoring and Control

advanced access control features designed to meet diverse
applications.

Zone Specific Access
User can enter only designated zones.

Access Mode
Control entry with a single or a combination of user credentials.

Access Level
Allow orrestrict users based on their roles or levels.

VIP Access
Auserwith VIP Access can enter any controlled area.

First-in User Rule

Normal users are allowed only after the designated first-in user
has entered.

2-Person Rule

Stops one individual to enter high-security area alone. Allows
two people (from a predefined group) together if they enter
within specified duration.

Guard Tour
Requires security guards to show their credentials at sequential
checkposts at specified time periods.
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Live status of all the controflers, alarms, input-output ports at
one place. Also, control doors, alarms and user credentials from
acentral location.

Dead-man Zone

Registers user's presence peniodically to confirm the user is
present and active. Ensures safety of an employee working in a
hazardous environment.

Anti-passhack
Prevents second entry for a user until the user has exited to
eliminate muttiple entries using one user's credentials.

Do Mot Disturb (DND) Zone
Stops anyone entering a Do Not Disturb zone. Useful for private
offices, meeting-conference rooms.

Access Route
Forces users to follow predefined path to reach their destination.
Prevents loitering or jaywalking.

Occupancy Control
Control the number of users allowed o enter a zone.

Smart Identification

Stores users' credentials on the smart card (RF). COSEG first
reads the user's credentials from the card and then promipts the
user to show credentials.

Blocked User
Suspend auser's access rights for a defined period.

Time Stamping
Trigger video surveillance to take a snapshot of the person while
accessing a door. Generate reports with such photographs.

Who's-In
Allows security or admin to determine the users present inside a
zone or building.

Input-Output Linking

COSEC supports an additional layer of automated securty by
activating a designated output port or sending a notification
when triggered by a pre-configured input or an event.



Mantrap

Many applications require amanging two or more doors in a
proximity sequence to prevent direct air passage. The second
door opens only after the first door has completely closed.

Door Interlocking

Matrix COSEC offers user-programmable flexible interdocking
logic for muliple doors to meet complex, industry-specific
needs such as R&D, pharma labs, semiconductor foundries,
chemical plants, etc.

ACCESS CONTROL ARCHITECTURE

Matrix COSEC offers intuitive and low-touch access to all the
users. Mobile-as-ldentity and biometric credentials (face
recognition and fingerprint) fake security and ease of use to the
next orbit. As shown in the picture below, A typical access control
solution consists of:

PANEL: One Site Controller for Every Building or Location up
to 255 Doors
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Elevator Access Control

Integrate Matrix COSEC with any existing elevator by installing
COSEC readers in the elevator and wiring floor-specific keys
through the COSEC 10 controller COSEC grants or denies
accessto afloor based onthe user's access rights.

ARC DCxx: One Controller For Every 2 Readers
READERS: For Every Entry and Exit (Optional)
As shown in the picture, controllers with built-in readers (such

as ARGD, VEGA, and PATH DCxx) can also be deployed in
conjunction with ARC DCxx and READERS.

COSEC PANEL
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ENTRY EXIT

READER CB: BLUETOOTH + RF CARD (MIFARE Classic™/EM PROXACLASS)

PATH RDxx: FINGERPRINT + RF CARD {MIFARE Classic®™/EM PROX/iCLASS)

ARGO: FINGERPRINT + PIN + BLUETOOTH + RF CARD (MIFARE Classic®/EM PROX/CLASS)

VEGA: FACE + FINGERPRINT + PIN + BLUETOOTH + RF CARD (MIFARE Classic™/EM PROX/ICLASS)
PATH DCxx: ANGERPRINT -+ BLUETOOTH + RF CARD (MIFARE Classic™/EM PROXACLASS/HID PROX)



USE CASE 1: ONE-WAY ACCESS CONTROL

One-way access control permits entry to only authonzed users
but allows everyone to exit. One-way access control solution
requires a COSEC reader at the entrance and a push-button switch
atthe exit.

COSEC ARC DC200X
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USE CASE 2: TWO-WAY ACCESS CONTROL

Two-way access control allows entry and exit only to authorized
users. Two-way access control solution requires two readers for
every door - one to control entry and the second to control exit.

COSEC ARG DC200X
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CONNECTIVITY OPTIONS FOR READERS: - COSEC READER - A5-232/R5-485 « THIRD-PARTY READER - WIEGAND

COSEC PANEL

COSEC PANEL is a site controller capable of managing 1 to 255
doors; 1 to 25,000 vsers and offers 25+ advanced access
control features. It is an embedded web server based on 32-bit
RISC processor
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COSEC ARC DC200X

COSEC ARC DC200X is a door controller designed on distributed
“Core-to-Door 1P technology leveraging the industry-standard
CATG cabling for both - communication and power. ARC
eliminates the outdated proprictary bulky cabling from panel to
every reader. With buitt-in Bluetooth, the ARC DC200P offers
“Mobife as Your identity” even with 3rd party readers not capable
of Blueteoth or mobile. ARC DC200S does not support Wi-Fi and
Bluetoath.
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COSEC ACS: MOBILE APP

COSEC ACS mobile app allows users to use their mobile phones
as their identity by eliminating the need to carry RF cards. You
simply shake your mobile phone in front of the door. COSEC ACS
communicates with the COSEC device at the door over Bluetooth
and recognizes you by matching IMEI of the mobile with the one
already registered at the time of user enroliment.

ACCESS CONTROL COMPONENTS

COSEC PANEL:

IP Panel with Built-in Wi-Fi, Bluetooth and Web
Server for 255 Doors with 255 Eniry and Exit
Readers. Or 255 Doors with 255 Readers and 255
Exit Switches. Supports 25,000 Users and 500,000
Events.

COSEC PATH:

IP Door Controller for Fingerprint, Card and BLE with
PoE, Wi-Fi, Bluetooth, BS-485, Wiegand, IP65 and
9,600 Fingerprint Templates. Supports HID iCLASS
or HID Prox or MIFARE® DESFire®/NFC or EM Prox.

COSEC ARC DC200P:

IP Door Controller for 2 Doors with Interfaces for 2
Readers, 2 Exit Switches and 2 Door Relays. With
PoE -+, Wi-Fi and Bluetooth.

COSEC CPMXXX and VEGA CPMXXX:

Card Personality Module for READER CB or VEGA
respectively. Separate Vanants for HID ECLASS, HID
Prox, MIFARE®™ DESFire™/NFC and EM Pros.

COSEC ARGO:

IP Door Controller with 3.5" LCD, Fingerprint Reader
and Card Reader, PoE, Wi-Fi, Bluetooth, RS-232,
Wiegand, IK8, IP65 and 25,000 Fingerprint
Templates. Supports HID iICLASS or HID Prox or
MIFARE"™ DESFire™/ NFC or EM Prox.

COSEC VEGA:

IP Door Comtroller for Fingerprint, Card, PIN and BLE
with 3.5" LCD, PoE, Wi-F, Bluetooth, RS-232,
Wiegand, IP65 and 9,600 Fingerprint Templates.
VEGA Card Personality Module Required to Support
HIDCLASS or HID Prox or MIFARE® DESFire™ /NFC
or EM Prox.

COSEC READER CB:

Card and Bluetooth Reader with Wiegand, RS-232
and RS-485. Card Personality Module Required to
Support HID iCLASS or HID Prox or MIFARE™
DESFire® /NFC or EM Prox.

COSEC PATH RDXX:

Fingerprint and Card Reader with RS-232, RS-485
and IPG5. Supports HID iCLASS or HID Prox or
MIFARE™ DESFire™ /NFC or EM Prox.

ACGCESS CONTROL KITS
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for Fingerprint and MIFARE™ DESFire” Cards

HID iICLASS and HIDPROX are registered trademarks of HID Global. MIFARE and DESFre are registered trademarks of NXP Semiconductons
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ABOUT MATRIX

Estabdished in 1991, Matnx is a leader in Sccunty and Telecom solutions for modem businesses and enberpises. As an inmovative, technology-driven and customer-iocused
organization, the company is committed to keeping pace with the revolutions in the Securty and Telecom industries. With around 40% of its human resources dedicated to the
development of new products, Matrix has launched cutting-edge products like Video Surveillance Systems - Video Management System, Network Video Recorder and IP Camera,
Actess Control and Time-Aftendance systems as well as Telecomn solutions such as Unified Communecations, IP-PBX, Universal Gateways, Vol and GSM Gateways and
Commumication Endpoints. These solutions are feature-nich, reliable and conform to intemational standards. Hawing global footprints in Asia, Europe, North Amenca, South
Amenica, and Africa throigh an extensive network of more than 2,500 channed partners, Matri ensunes that the products serve the needs of its customiers faster and longer. Makrix
has gained trust and admiration of customers representing the entire spectrum of industries. Matrix has won many international awards for its innowative products.
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MATRIX COMSEC

Head Difice
394-GIDC, Makarpura, Vadodara-390 010, India.
Phz +91 265 26137222 | E-mail: Inquiryi@MatrbComSec.com

For further information, please contact;
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Manufacturing
19-GIDC, Waghodia, Dist. Vadodara-391 760, India. Ph: +91 7567875244

Toll Free: 1800-258-T747
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